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ALERT LOGIC® ESSENTIALS
Vulnerability and asset visibility with extended endpoint protection

Your security and IT teams can benefit from greater visibility into 

deployed assets, misconfigurations and software vulnerabilities. 

Alert Logic Essentials provides visibility across your environments 

(cloud, on-premises, or hybrid), and helps you identify the remediation 

steps required to eliminate exposures. You’ll be able to automatically 

track additions, moves, or deletions across your environments. You 

can also identify exposures in network and service layers that could 

ultimately lead to a compromise. 

Alert Logic Essentials also provides extended endpoint protection using 

machine learning and behavioral analytics to help you gain greater 

control over risk exposure on Windows endpoints.

ALERT LOGIC ESSENTIALS INCLUDES 
THE FOLLOWING:

• Asset discovery 

• Vulnerability scanning 

• Cloud configuration checks 

• Extended endpoint protection

• Threat Risk Index 

• Remediation guidance 

• Prioritization and next steps 

• Comprehensive vulnerability 
library 

• 24/7 email and phone support 

• PCI Scanning and ASV support 

• Service health monitoring 

WITH ALERT LOGIC ESSENTIALS, YOU GET:

ASSET VISIBILITY

Discover and visualize the assets in an environment 
based on our recurring discovery process. Health 
of your deployment is monitored and appropriate 
recommendations about how to improve your 
deployment are pro-actively provided. 

VULNERABILITY VISIBILITY

Discover and visualize weaknesses in your deployed 
assets and cloud configuration through internal, 
external and PCI Scans. 

Vulnerability status is projected onto an interactive 
asset topology. Get interactive reports to monitor, 
analyze, visualize and share your vulnerability posture 
and remediation progress. 

EXTENDED ENDPOINT PROTECTION

Monitor and isolate endpoint attacks at the earliest 
opportunity. Thwart multiple attack techniques in real-
time with deep visibility across endpoints, including low-
level system activity, without impacting performance

THREAT RISK INDEX

Leverage Alert Logic’s security intelligence to track your 
organization’s exposure risk. The Alert Logic Threat Risk 
Index uses known vulnerability and age data, visibility to 
the internet and threat intelligence on active exploits to 
provide a risk index for your deployments and assets.

SUPPORT SERVICES AND PCI SCANNING ASV SUPPORT 

Get PCI help with scan scheduling, PCI accredited scan 
results, and the remediation and exception processes to 
achieve and maintain PCI compliance.
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ESSENTIALS
ALERT LOGIC®

Vulnerability & Asset Visibility
with Extended Endpoint Protection

ALERT LOGIC®

PROFESSIONAL
Essentials + Threat Detection

& Incident Management

ALERT LOGIC®

ENTERPRISE
Professional + Managed WAF 

& Assigned SOC Analyst options

• Asset discovery

• Vulnerability scanning

• Extended endpoint protection

• Cloud configuration checks

• Compliance

• Threat Risk Index

• Remediation guidance

• Prioritization and next steps

• Comprehensive vulnerability library

• 24/7 email and phone support

• PCI Scanning and ASV support

• Service health monitoring

• Threat monitoring and visibility

• Intrusion detection

• Security analytics

• Log collection and monitoring

• Extensive log search capabilities

• Anti-virus and Cloud vendor 
security integrations

• Event insights and analysis

• User behavior anomaly detection 

• Threat frequency, severity, and 
status intelligence

• Attack protection capabilities

ACTIVEWATCH PROFESSIONAL

• 24/7 SOC with incident 
management, escalation,
and response support

• Always-on WAF defense against 
web attacks (e.g. OWASP Top 10, 
emerging threats, zero-day 
vulnerabilities)

• Protection from SQL Injection, DoS 
attacks, URL tampering, cross-site 
scripting attacks & more

• Verified testing against more than 
2.1 million web application attacks

• Advanced detection capabilities to 
spot and block malicious activity

• Dark Web scanning

ACTIVEWATCH ENTERPRISE

• Security Posture Review

• Incident response assistance

• Threat hunting

• Help with tuning strategies, 
customized policies, and best 
practices

“Alert Logic makes remediation much easier than practically any 
other vulnerability management tool I’ve ever seen.  This really makes 
remediation a simpler process. It’s pretty clear that the people who 
have designed this have done vulnerability scanning for a living.”

Todd Thomas, 
Information Security Professional at JM 

Family Enterprises


