‘_7/ CZEBRA DIGITAL FORENSICS TRAINING

Our aim is to train Information Security Professionals, IT Professionals, or anyone interested in
becoming a Certified Digital Forensic Specialist (CDFS). In this 4-day intensive training,

you will learn hands-on skills about how to perform a successful digital forensic investigation
of cyberattacks.

Hands-on Session Real-world Scenario Lab D
Digital Forensic

You will learn and improve your You will practise and sharpen your You will be able to master manual

technical skills to conduct an skills by applying it in real-world technigues to discover traces of

investigation on cyber-attacks. scenarios set in security lab. malicious activities with forensic
tools and recover data.

Top Rated Trainer 100% Fully Claimable

80% practical hands-on Sit for an exam at Condition Zebra's Training is fully claimable under
training with a focus on skill Hands-On Forensics Lab. HRD Corp. (Human Resource
development from a top-rated Development Corporation).
Digital Forensics trainer.




LEARNING OUTCOMES

COURSE OUTLINE

Enable you to understand the process and
able to conduct a proper digital forensic
investigation.

Learn how to discover traces of illegal or
illicit activities with forensics tools and
manual techniques.

Learn how to gather and analyze digital
evidence requested by prosecution.

Able to utilize the latest technology that are
widely used by the digital forensic experts.

Understand how to recover and interpret data
intentionally hidden by culprit.

Learn how to write an effective report based
on the findings of the forensic investigation.

Module 1: Introduction

Module 2: Legal Issues

Module 3: File Systems

Module 4: Image Acquisition & Analysis

Module 5: Memory Acquisition and
Analysis

Module 6: Data Recovery

Module 7: Log Analysis

Module 8: Mobile Forensics

Module 9: Malware Analysis

Module 10: Reporting



TRAINING DETAILS

BENEFITS

Time: 9am to 5pm
Duration: 4 days
Venue: Phileo Damansara 1

@) Exam
@ Certificate of Attendance

@ Certificate of Achievement

Who Should Attend

e System/Network Administrator

¢ Digital Forensic Analyst

¢ Law Enforcement Officer

e |T Professionals

e Information Security Professionals

¢ Anyone who require effective Digital Forensic
investigation skills.

c R EST PEN TEST

@ Trained by award-winning
Cybersecurity training provider with
Top Rated Digital Forensic Expert.

@ Learn the methodology of conducting a
successful digital forensic investigation
in a proper manner.

@ Learnvarious tactics and techniques
used on both Windows and Linux
platforms.

@ Experience customized forensic
scenario that are applicable to the real
world.
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